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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 40-51 and 68-79 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Maruyama, in JP 11-187013-A. Citations of Maruyama in this rejection 
will be taken from the English translation provided. 

With regard to claims 40, 47, 68, 73, and 75, Maruyama discloses a device for 
use in an information processing system that distributes encrypted message data 
(pages 9-10 par. [0004], page 20 par. [0020]), the device including, a receiver (page 9 
par. [03]) for receiving the encrypted message data and an enabling key block, the EKB 
including encrypted keys (page 13 lines 27-34) and a tag (key list, page 14 par. [10]), 
the encrypted keys including at least one renewed key (page 13 lines 12-14) and the 
tag including position discrimination data that associates each of the encrypted keys 
with nodes and leaves of a hierarchical tree structure (page 13 lines 1-1 1), a memory 
for storing a key set, the key set including at least one key corresponding to a node or 
leaf of the hierarchical tree structure (page 13); and an encryption processor operable to 
(a) decrypt the encrypted keys of the received EKB using the stored key set and the 
position discrimination data of the received EKB to recover the at least one renewed key 
(page 1 3 lines 27-36) and (b) decrypt the received encrypted message (content) using 
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the at least one recovered renewed key (page 20 par. [0020]). The EKB only comprises 
key corresponding to a node of a simplified tree structure (page 13 lines 12-25) that only 
updates needed keys in which the intermediary keys are not present (page 21 par. 
[0021]). 

With regard to claims 41, 69, and 74, Maruyama discloses encrypting the new 
key with the old key (page 4 step 740, page 19 par. [0018]). 

With regard to claims 42-45 and 70-72, Maruyama discloses the EKB only 
comprises key corresponding to a node of a simplified tree structure (page 13 lines 12- 
25) that only updates needed keys (page 21 par. [0021]). 

With regard to claim 46, Maruyama discloses having not less than tree branches 
connecting the top node with terminal nodes (page 25, [Fig 5]). 

With regard to claims 48-51 and 76-79, Maruyama discloses that the block is 
sent, the block itself reads on a message, and the receiver needs the previous key 
block to decrypt this message, including keys. 

Response to Arguments 

3. Applicant's arguments filed 25 September 2006 have been fully considered but 
they are not persuasive. 

4. With regard to applicant's argument that Maruyama only consolidates relevant 
nodes but does not remove unnecessary nodes in his simplified tree structure, the 
examiner points out that by using only the relevant nodes, the unnecessary ones are 
removed. 

Conclusion 
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5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jacob Lipman whose telephone number is 571-272- 
3837. The examiner can normally be reached on M-Th 7 AM-3 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on 571-272-6962. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




